
CompTIA 

CA1-001
 
CompTIA Advanced Security Practitioner (CASP) Beta 

Download Full Version : https://killexams.com/pass4sure/exam-detail/CA1-001 

http://killexams.com/pass4sure/exam-detail/CA1-001


 

 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 
 

tracks all of the individual Configuration Items (CI) in an IT system, which may be as 
simple as a single server, or as complex as the entire IT department. In large 
organizations a configuration manager may be appointed to oversee and manage the 
CM process. Answer option A is incorrect. Exception management is a process in 
which experienced personnel and software tools are used to investigate, resolve, and 
handle process deviation, malformed data, infrastructure or connectivity issues. It 
increases the efficiency of business processes and contributes in the progress of 
business. Answer option C is incorrect. Risk Management is used to identify, assess, 
and control risks. It includes analyzing the value of assets to the business, identifying 
threats to those assets, and evaluating how vulnerable each asset is to those threats. 
Risk Management is part of Service Design and the owner of the Risk Management is 
the Risk Manager. Risks are addressed within several processes in ITIL V3; however, 
there is no dedicated Risk Management process. ITIL V3 calls for "coordinated risk 
assessment exercises', so at IT Process Maps we decided to assign clear responsibilities 
for managing risks. 

QUESTION: 198 
Which of the following are the main aims of Change Management? Each correct 
answer represents a complete solution. Choose all that apply. 

A. Reduction in back-out activities 
B. Economic utilization of resources involved in the change 
C. Tracking all of the individual Configuration Items (CI) in an IT system 
D. Minimal disruption of services 

Answer: A, B, D 

Explanation: 
Change Management is used to ensure that standardized methods and procedures are 
used for efficient handling of all changes. A change is "an event that results in a new 
status of one or more configuration items (CI's)" approved by management, cost 
effective, enhances business process changes (fixes) - with a minimum risk to IT 
infrastructure. The main aims of Change Management are as follows: 
• Minimal disruption of services 
• Reduction in back-out activities 
• Economic utilization of resources involved in the change 

QUESTION: 199 
Which of the following saves time and efforts of creating own programs and services 
by purchasing the products from a third-party vendor? 

A. Collaboration platform 
B. End-to-end solution 
C. Change Management  



 
 

 
 

 

 

 

 

 
 

 
 

 
 

 

D. COTS product 

Answer: D 

Explanation: 
COTS stands for Commercial Off-The-Shelf products. These products save time and 
efforts of creating own programs and services by purchasing these products from a 
third-party vendor. COTS products speed up and reduce the cost of system 
construction. Answer option A is incorrect. Collaboration platform is an unified 
electronic platform that supports both synchronous and asynchronous communication 
using a variety of devices and channels. It offers a set of software components and 
services. These components and services enable users to communicate, share 
information, and work together for achieving common business goals. A collaboration 
platform consists of the following core elements: 
• Messaging (email, calendaring and scheduling, contacts), 

• Team collaboration (file synchronization, ideas and notes in a wiki. task 

management, full-text search) 

• Real-time communication (presence, instant messaging, Web conferencing, 

application/desktop sharing, voice, audio and video conferencing) 

Answer option C is incorrect. Change Management is used to ensure that standardized
 
methods and procedures are used for efficient handling of all changes. A change is "an 

event that results in a new status of one or more configuration items (CI's)" approved 

by management, cost effective, enhances business process changes (fixes) - with a 

minimum risk to IT infrastructure. 

The main aims of Change Management are as follows: 

• Minimal disruption of services 

• Reduction in back-out activities 

• Economic utilization of resources involved in the change 

Answer option B is incorrect. An end-to-end solution (E2ES) suggests that the supplier 

of an application program or system provides all the hardware and software 

components and resources to meet the customers requirement and no other supplier is 

required to be involved. 


QUESTION: 200 
Which of the following terms suggests that the supplier of an application program or 
system provides all the hardware and software components and resources to meet the 
customers requirement and no other supplier is required to be involved? 

A. End-to-end solution 
B. COTS product 
C. Change Management 
D. Collaboration platform 

Answer: A 



 
 

 
 

 
 
 

 
 
 

 
 

 

 

Explanation: 
An end-to-end solution (E2ES) suggests that the supplier of an application program or 
system provides all the hardware and software components and resources to meet the 
customer's requirement and no other supplier is required to be involved. Answer option 
B is incorrect. COTS stands for Commercial Off-The-Shelf products. These products 
save time and efforts of creating own programs and services by purchasing these 
products from a third-party vendor. COTS products speed up and reduce the cost of 
system construction. Answer option D is incorrect. Collaboration platform is an unified 
electronic platform that supports both synchronous and asynchronous communication 
using a variety of devices and channels. It offers a set of software components and 
services. These components and services enable users to communicate- share 
information, and work together for achieving common business goals. A collaboration 
platform consists of the following core elements: 
• Messaging (email, calendaring and scheduling, contacts). 
• Team collaboration (file synchronization, ideas and notes in awiki, task management, 
full-text search) 
• Real-time communication (presence, instant messaging. Web conferencing, 
application/desktop sharing, voice, audio and video conferencing) Answer option C is 
incorrect. Change Management is used to ensure that standardized methods and 
procedures are used for efficient handling of all changes. A change is "an event that 
results in a new status of one or more configuration items (CI's)" approved by 
management, cost effective, enhances business process changes (fixes) - with a 
minimum risk to IT infrastructure. 
The main aims of Change Management are as follows: 
• Minimal disruption of services 
• Reduction in back-out activities 
• Economic utilization of resources involved in the change 

QUESTION: 201 
In which of the following phases of the System Development Life Cycle (SDLC) is the 
IT system designed, purchased, and programmed? 

A. Operation/Maintenance 
B. Development/Acquisition 
C. Disposal 
D. Initiation 

Answer: B 

Explanation: 
Answer option B is correct. There are five phases in the SDLC, The characteristics of 
each of these phases are enumerated below: 
Phase 1: Phase 1 of the SDLC is known as initiation. In this phase, the need for an IT 
system is expressed and the purpose and scope of the IT system is documented. Phase 
2: Phase 2 of the SDLC is known as development or acquisition. In this phase, the IT 
system is designed, purchased, and programmed. Phase 3: Phase 3 of the SDLC is 



 

 
 

 

 
 

 
 

 
 

 
 

 

 

 
 

  
 

 
 

known as implementation. This phase involves the system security features. The 
system security features should be configured, enabled, tested, and verified. Phase 4: 
Phase 4 of the SDLC is known as operation or maintenance. This phase describes that 
the system should be modified on a regular basis through the addition of hardware and 
software. Phase 5: Phase 5 of the SDLC is known as disposal. This phase involves 
disposition of information, hardware, and software. 

QUESTION: 202 
Which of the following are the key security activities for the initiation phase? Each 
correct answer represents a complete solution. Choose two. 

A. Determination of privacy requirements. 
B. Perform functional and security testing. 
C. Initial delineation of business requirements in terms of confidentiality, integrity, and 
availability. 
D. Analyze security requirements. 

Answer: A, C 

Explanation: 
Answer options C and A are correct. 

Key security activities for the initiation phase are as follows: 

• Initial definition of business requirements in terms of confidentiality, integrity, and 
availability 
• Determination of information categorization and identification of known special 
handling requirements in transmitting, storing, or creating information 
• Determination of privacy requirements 
Answer options D and B are incorrect. Key security activities for the 
development/acquisition phase are as follows: 
• Conduct the risk assessment and use the results to supplement the baseline security 
controls 
• Analyze security requirements 
• Perform functional and security testing 
• Prepare initial documents for system certification and accreditation 
• Design security architecture 

QUESTION: 203 
The help desk is flooded with calls from users who receive an e-mail warning about a 
new virus. The e-mail instructs them to search and delete a number of files from their 
systems. Many of them attempt to reboot the systems after deleting the specified files 
and find that the systems are not rebooting properly, which of the following types of 
attacks has occurred? 

A. Hoax 



 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

B. Phishing 
C. Spam 
D. Pharming  

Answer: A 

Explanation: 
Hoax messages may warn of emerging threats that do not exist. These messages 
instruct users to delete certain files in order to ensure their security against a new virus, 
while actually only rendering the system more susceptible to later viral agents. Answer 
option D is incorrect. Pharming is an attack made by a hacker in which the traffic of a 
Website is redirected to another bogus Website. Answer option B is incorrect. Phishing 
is an attempt to obtain sensitive information by masquerading as a trustworthy entity 
using an electronic communication, such as e-mail. Answer option C is incorrect. 
Spam is an unwanted e-mail communication. 

QUESTION: 204 
You work as a Security Administrator for uCertify Inc. The company has a TCP/IP 
based network and uses the WS-Security service to enable message-level security for 
Web services. Which of the following mechanisms does it describe? Each correct 
answer represents a complete solution. Choose three.  

A. How to attach security tokens to ascertain the identity of sender.  
B. How to encrypt SOAP messages to assure confidentiality. 
C. How to sign SOAP messages to assure integrity. 
D. How to provide a guarantee of security. 

Answer: A, B, C 

Explanation: 
The WS-Security describes the following mechanisms: 
• How to sign SOAP messages to assure integrity. 
• How to encrypt SOAP messages to assure confidentiality. 
• How to attach security tokens to ascertain the identity of sender. 

QUESTION: 205 

Which of the following protocols encrypt the segments of network connections at the 

Transport Layer end-to-end? Each correct answer represents a complete solution.
 
Choose two. 


A. SSL 
B. HTTPS 
C. SNMP 



 
 

 
 

 

 
 

 

 
 

 
 

 
 
 

D. TLS 

Answer: A, D 

Explanation: 
Transport Layer Security (TLS) and its predecessor. Secure Sockets Layer (SSL), are 
cryptographic protocols that provide security for communications over networks, such 
as the Internet. TLS and SSL encrypt the segments of network connections at the 
Transport Layer end- to-end. Several versions of the protocols are in widespread use in 
applications like web browsing, electronic mail, Internet faxing, instant messaging and 
voice-over-IP (VoIP). The TLS protocol allows client/server applications to 
communicate across a network in a way designed to prevent eavesdropping and 
tampering. TLS provides endpoint authentication and communications confidentiality 
over the Internet using cryptography. TLS provides RSA security with 1024 and 2048 
bit strengths. In typical end-user/browser usage, TLS authentication is unilateral: only 
the server is authenticated (the client knows the server's identity), but not vice versa 
(the client remains unauthenticated or anonymous). TLS also supports the more secure 
bilateral connection mode (typically used in enterprise applications), in which both 
ends of the "conversation"' can be assured with whom they are communicating 
(provided they diligently scrutinize the identity information in the other party’s 
certificate). This is known as mutual authentication, or 2SSL. Mutual authentication 
requires that the TLS client-side also hold a certificate (which is not usually the case in 
the end-user/browser scenario). Unless, that is. TLS-PSK. the Secure Remote 
Password (SRP) protocol or some other protocol is used that can provide strong mutual 
authentication in the absence of certificates. Typically, the key information and 
certificates necessary for TLS are handled in the form of X.509 certificates, which 
define required fields and data formats. SSL operates in modular fashion. It is 
extensible by design, with support for forward and backward compatibility and 
negotiation between peers. Answer option B is incorrect. Hypertext Transfer Protocol 
Secure (HTTPS) is a protocol used in the Universal Resource Locater (URL) address 
line to connect to a secure site. When an SSL connection is established between a Web 
browser and a Web server, HTTPS should be entered, instead of HTTP, as the protocol 
type in the URL. HTTPS uses TCP port 443 as the default port. Answer option C is 
incorrect. The Simple Network Management Protocol (SNMP) allows a monitored 
device (for example, a router or a switch) to run an SNMP agent. This protocol is used 
for managing many network devices remotely. When a monitored device runs an 
SNMP agent, an SNMP server can then query the SNMP agent running on the device 
to collect information such as utilization statistics or device configuration information. 
An SNMP-managed network typically consists of three components: managed devices, 
agents, and one or more network management systems. 

QUESTION: 206 
Which of the following protocols will you use to query and modify information stored 
within directory services? 

A. TFTP 



 
 

 
 

 

 
 

 

 
 

 
 

 
 

 
 

B. LDAP 
C. SSL 
D. TLS 

Answer: B 

Explanation: 
Lightweight Directory Access Protocol (LDAP) is a protocol used to query and modify 
information stored within directory services. The Lightweight Directory Access 
Protocol (LDAP) is a standard protocol, which provides access to the directory. It also 
provides a common language for LDAP clients and servers to communicate with each 
other. The LDAP is commonly used as standard in the industry. By using a directory 
service such as LDAP, information existing in multiple systems and formats can be 
brought at one place. Answer options C and D are incorrect. The Secure Sockets Layer 
(SSL) and Transport Layer Security (TLS) protocols are used to provide transport level 
security for Web services applications. Answer option A is incorrect. Trivial File 
Transfer Protocol (TFTP) is a file transfer protocol, with the functionality of a very 
basic form of File Transfer Protocol (FTP). TFTP can be implemented in a very small 
amount of memory. It is useful for booting computers such as routers which did not 
have any data storage devices. It is used to transfer small amounts of data between 
hosts on a network, such as IP phone firmware or operating system images when a 
remote X Window System terminal or any other thin client boots from a network host 
or server. The initial stages of some network based installation systems (such as Solaris 
Jumpstart, Red Hat Kickstart and Windows NTs Remote Installation Services) use 
TFTP to load a basic kernel that performs the actual installation. TFTP uses UDP port 
69 for communication. 

QUESTION: 207 
Which of the following are the benefits of the Single sign-on? Each correct answer 
represents a complete solution. Choose three. 

A. Reducing password fatigue from different user name and password combinations 
B. Increasing IT costs due to lower number of IT help desk calls about passwords 
C. Centralized reporting for compliance adherence 
D. Security on all levels of entry/exit/access to systems without the inconvenience of 
re-prompting users 

Answer: A, C, D 

Explanation: 
Following are the benefits of the Single sign-on: 
• Reduces phishing success, because users are not trained to enter password 
everywhere without thinking. 
• Reducing password fatigue from different user name and password combinations. 
• Reducing time spent re-entering passwords for the same identity. 



 
 

 

 
 

 

 
 

 
 

• Can support conventional authentications, such as windows credentials (i.e., 
username/password). 
• Reducing IT costs due to lower number of IT help desk calls about passwords. 
• Security on all levels of entry/exit/access to systems without the inconvenience of re-
prompting users. 
• Centralized reporting for compliance adherence. 

QUESTION: 208 
Security Information and Event Management (SIEM) solution provides real-time 
analysis of security alerts generated by network hardware and applications, which of 
the following capabilities does this solution have? Each correct answer represents a 
complete solution. Choose three. 

A. Retention 
B. Dashboard 
C. Data aggregation 
D. Remanence 
E. Data redundancy 

Answer: A, B, C 

Explanation: 
Security Information and Event Management (SIEM) solution is a combination of the 
formerly different product categories of SIM (security information management) and 
SEM (security event management). It provides real-time analysis of security alerts 
generated by network hardware and applications. SIEM solution is also used to log 
security data and generate reports for compliance purposes. 
The SIEM capabilities are as follows: 
• Data aggregation 
• Correlation 
• Alerting 
• Dashboard 
• Compliance 
• Retention 
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