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A. Local

B. Syslog

C. Remote

D. SAPnetworks

Answer: A, C

QUESTION: 42

The BIG-IP ASM System is configured with a virtual server that contains an HTTP
class profile and the protected pool members are associated within the HTTP class
profile pool definition. The status of this virtual server is unknown (Blue). Which of the
following conditions will make this virtual server become available (Green)?

A. Assign a successful monitor to the virtual server

B. Assign a successful monitor to the members of the HTTP class profile pool

C. Associate a fallback host to the virtual server and assign a successful monitor to the
fallback host

D. Associate a default pool to the virtual server and assign a successful monitor to the
pool members

Answer: D

QUESTION: 43
When initially configuring the BIG-IP System using the config tool, which of the
following parameters can be configured? (Choose 3)

A. System hostname

B. Netmask of the management port

C. IP address of the management port

D. Default route of the management port
E. Port lockdown of the management port

Answer: B, C, D

QUESTION: 44
Which of the following methods of protection operates on server responses?

A. Dynamic parameter protection
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B. Response code validation and response scrubbing
C. Response code validation and HTTP method validation
D. HTTP RFC compliancy check and meta-character enforcement

Answer: B

QUESTION: 45
Which of the following statements are incorrect regarding protection of web services?
(Choose 2)

A. The BIG-IP ASM System checks to ensure web services use cookies

B. The BIG-IP ASM System parses XML requests and XML responses

C. The BIG-IP ASM System checks to ensure XML documents are well formed

D. The BIG-IP ASM System uses attack signatures to enforce negative security logic

E. The BIG-IP ASM System checks for XML syntax, schema validation, and WSDL
validation

Answer: A, B

QUESTION: 46
Which of the following protocol protections is not provided by the Protocol Security
Manager?

A.FTP
B. SSH
C.HTTP(S)
D. SMTP

Answer: B

QUESTION: 47
Sensitive parameters is a feature used to hide sensitive information from being displayed
in which of the following?

A. Client request

B. Server response

C. GUI of BIG-IP ASM System

D. Configuration file of BIG-IP ASM System
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Answer: C

QUESTION: 48
Which of the following is correct regarding User-defined Attack signatures?

A. User-defined signatures use an F5-supplied syntax

B. User-defined signatures may only use regular expressions

C. Attack signatures may be grouped within system-supplied signatures

D. User-defined signatures may not be applied globally within the entire policy

Answer: A

QUESTION: 49
Which HTTP response code ranges indicate an error condition? (Choose 2)

Answer: D, E

QUESTION: 50
Which of the following are properties of an ASM logging profile? (Choose 2)

A. storage type

B. storagefilter

C. storage policy
D. web application

Answer: A, B
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