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QUESTION: 108
You are creating a custom log filter. Which three statements are true? (Choose three.)

A. You must include afilter name.

B. You must create a custom format.

C. You can specify a date range to filter.

D. Thefilter can contain only a single query varigble.

E. Thefilter can be applied to any Infranet Controller log.

Answer: ACE

QUESTION: 109
Which three tools would you use to troubleshoot component connectivity? (Choose three.)

A. policy trace

B. RADIUS diagnostic log

C. overlay enforcer event log

D. Infranet Controller event log

E. reachability testing (for example, traceroute)

Answer: CDE

QUESTION: 110
Which three tools would you use to troubleshoot user interaction problems? (Choose three.)

A. policy trace

B. RADIUS diagnostic log

C. overlay enforcer event log

D. Infranet Controller event log

E. reachability testing (for example,traceroute)

Answer: ABD

QUESTION: 111

One of your users cannot access a protected resource. When you examine the output of
debug auth infranet on the overlay enforcer, you see the following output:

## 2008-07-10 21:01:06 : notify drop: 10.4.2.5 33



## 2008-07-10 21:01:20 : update jps a b: auth id 3, src_ip 10.4.2.5, user bob

## 2008-07-10 21:01:20 : : roles 1213902732.796213.0, role-names Employee, user
ctx,idle_timeout O

#4# 2008-07-10 21:01:20 : AUTHID: 1 NOT FOUND

What can you deduce from this output?

A. The end user has not authenticated to the Infranet Controller.

B. The Infrnaet Controller has not relayed the resource access policy to the enforcer.

C. The Infranet Controller has not relayed the user authentication data to the enforcer.

D. The end user has not been assigned the role associated with the resource access policy
protecting the resource.

Answer: C

QUESTION: 112
Click the Exhibit button.

Info PTR10270 20058/11/11 17:56:2% - [10,4.2.5] - alice(UAG LDAP)I[] - Checking membership to static group
CH=Metddmin,oU=Groups,DC=uac,DC=acme,DC=local

[ FTR23382 2008/11/11 17:56:29 - [10:4.2.5] - alice(UAC LOAPI[] - User is mamber of group 'Netadmin’

Info PTR10270 2008/11/11°17:56:29 - [10.4.2.5] - alice(UaAs LDAR)I[] - Checking membership to static group
CH=Employeez,0lU=Groups,DC=uac,DC=acme,DC=local

[EE FTR23382 2008/11/11 17:56:29 - [10.4.2,5] - alice(UAT LDAR)[] - User is rsrmber of group. ‘Ernployess’

Infa PTR10270 2008/11/11 17:56:29 - [10.4.2.5] - alice(UAC LDAP)I[] - Checking membership to static group
CH=Contractor, dU=Groups,DC=uac,DC=acme,DC=local

[E FTR23382 2008/11/1117:56:29 - [10.4,2.5] - alice(UAC LOAPI[] - User is not mamber of aroup 'Contractar’

[N FTR=3345 200811711 17:56:29 - [10.4.2.5] - alice(UAC LDAR)I[] - Retrieved directory information fram suth server "UAC LDAR"

PTR23344 2008/11/1117:56:29 - [10.4.2.5] - alice(UAC LDARI[] - Authentication successful to auth server "[Unknown Server]”

[EE PTR10209 2008/11/11 17:56:29 - [10.4.2.5] - alice(UAC LDAR)[] - Reslm UAC LEAP running 3 mapping rulas for user alics

You have run apolicy trace for user "alice".
What can be determined from the policy trace output shown in the exhibit? (Choose two.)

. User "dlice" has passed authentication.

. User "alice" has been mapped to threeroles.

. User "dlice" is amember of two LDAP groups.

. User "alice" is authenticating to an LDAP server.

O w>

Answer: AC

QUESTION: 113
You are configuring an Infranet Controller cluster. Which situation requires you to use a
virtua |P address?

A. Endpoints use agentless access. 34



B. Endpoints use Odyssey Access Client.
C. The overlay enforcer isin an NSRP cluster.
D. The Infranet Controller cluster is an active/passive cluster.

Answer: A

QUESTION: 114
When configuring an Infranet Controller cluster, which task must be completed first?

A. Add the secondary devices to the cluster.

B. Ingall the cluster license on the primary device.

C. Ingall the cluster license on the secondary devices.
D. Define the cluster members on the primary device.

Answer: D

QUESTION: 115

Your overlay enforcer isin transparent mode, and your endpoints need to establish IPsec
connections. In addition to the usual resource access and |Psec routing policies, what else
must you configure?

A. Onthe overlay enforcer, configure the zone to be used for incoming IPsec connections
B. On the overlay enforcer, configure the interface to be used for incoming 1Psec
connections.

C. Onthe Infranet Controller, configure a source interface policy to specify the interface
used for incoming IPsec connections.

D. Use the Infranet Controller to configure the generic IPsec policy for the overlay
enforcer rather than configuring it directly on the enforcer.

Answer: C

QUESTION: 116
Your overlay enforcers are running NSRP. What must you configure on the Infranet
Controller to support this protocol ?

A. Enable clustering on the Infranet Controller.

B. Add each member of the NSRP cluster as a separate enforcer.

C. Add the VSI address of the NSRP cluster to the enforcer configuration.

D. Add the seria numbers of al NSRP cluster members to asingle enforcer instance.
35



Answer: D

QUESTION: 117

Which two statements about support for the Microsoft Network Access Protection (NAP)
client are true? (Choose two.)

A. Support includes Layer 2 and overlay enforcement.
B. Implementation requires the use of a Microsoft Network Policy Server.

C. The NAP agent is responsible for enforcing quarantine if the endpoint does not pass the
Host Checker policy.

D. IC-embedded Satement of Health Host Checker policies use endpoint scan results
reported by the Windows Security Center.

Answer: CD
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