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QUESTION: 102
Examine the following web filtering log.

Which statement about the log message is true?

A. The action for the category Games is set to block.
B. The usage quota for the IP address 10.0.1.10 has expired.
C. The name of the applied web filter profile is default.
D. The web site miniclip.com matches a static URL filter whose action is set to
Warning.

Answer: D

QUESTION: 103
View the exhibit.

Based on this output, which statements are correct? (Choose two.)

A. FortiGate generated an event log for system conserve mode.
B. FortiGate has entered in to system conserve mode.
C. By default, the FortiGate blocks new sessions.
D. FortiGate changed the global av-failopen settings to idledrop.

Answer: B, C

QUESTION: 104
View the exhibit.

Which statements are correct, based on this output? (Choose two.)

A. The FortiGate have three VDOMs.
B. The all VDOM is not synchronized between the primary and secondary FortiGate.
C. The global configuration is synchronized between the primary and secondary
FortiGate.
D. The root VDOM is not synchronized between the primary and secondary FortiGate.

Answer: A, C

QUESTION: 105
View the example routing table.

Which route will be selected when trying to reach 10.20.30.254?

A. 10.20.30.0/26 [10/0] via 172.20.168.254, port2
B. The traffic will be dropped because it cannot be routed.
C. 10.20.30.0/24 [10/0] via 172.20.167.254, port3
D. 0.0.0.0/0 [10/0] via 172.20.121.2, port1

Answer: C

QUESTION: 106
Examine this PAC file configuration.

Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.
B. Any web request to the 172.25.120.0/24 subnet is allowed to bypass the proxy.
C. All requests not made to Fortinet.com or the 172.25.120.0/24 subnet, have to go
through altproxy.corp.com: 8060.
D. Any web request fortinet.com is allowed to bypass the proxy.

Answer: A, D

QUESTION: 107
An administrator wants to configure a FortiGate as a DNS server.
The FortiGate must use its DNS database first, and then relay all irresolvable queries to
an external DNS server. Which of the following DNS method must you use?

A. Non-recursive
B. Recursive
C. Forward to primary and secondary DNS
D. Forward to system DNS

Answer: B

QUESTION: 108
You are tasked to architect a new IPsec deployment with the following criteria:
- There are two HQ sites that all satellite offices must connect to.
- The satellite offices do not need to communicate directly with other satellite offices.
- No dynamic routing will be used.
- The design should minimize the number of tunnels being configured. Which topology
should be used to satisfy all of the requirements?

A. Redundant
B. Hub-and-spoke
C. Partial mesh
D. Fully meshed

Answer: B

QUESTION: 109
Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to
other spokes.
B. ADVPN is only supported with IKEv2.
C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1
and phase 2 proposals are defined in advance.

Answer: A, C

QUESTION: 110
An administrator has disabled Accept push updates under Antivirus & IPS Updates.
Which statements is true when this setting is disabled?

A. The extreme database is disabled.
B. New AV definitions are not added to FortiGate as soon as they are releases by
FortiGuard.
C. Administrators cannot manually upload new AV definitions to the FortiGate.
D. FortiGate does not send files to FortiSandbox for inspection.

Answer: B

QUESTION: 111
An administrator wants to create a policy-based IPsec VPN tunnel between two
FortiGate devices. Which configuration steps must be performed on both units to
support this scenario? (Choose three.)

A. Define the phase 2 parameters.
B. Set the phase 2 encapsulation method to transport mode.
C. Define at least one firewall policy, with the action set to IPsec.
D. Define a route to the remote network over the IPsec tunnel.
E. Define the phase 1 parameters, without enabling IPsec interface mode.

Answer: A, C, E

QUESTION: 112
An administrator has blocked Netflix login in a cloud access security inspection (CASI)
profile. The administrator has also applied the CASI profile to a firewall policy. What
else is required for the CASI profile to work properly?

A. You must enable logging for security events on the firewall policy.
B. You must activate a FortiCloud account.
C. You must apply an application control profile to the firewall policy.
D. You must enable SSL inspection on the firewall policy.

Answer: D
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