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Answer: A, C

QUESTION: 59
You want to enable traffic between 2001:db8:1::/64 and 2001:db8:2::/64 over the public
1Pv4 Internet. Given the CLI configuration shown on the exhibit, which two additional
settings are required on this device to implement tunneling for the 1Pv6 transition?
(Choose two.)

A. 1Pv4 firewall policies to allow traffic between the local and remote 1Pv6 subnets.
B. 1Pv6 static route to the destination phase2 destination subnet.
C. 1Pv4 static route to the destination phase2 destination subnet.
D. 1Pv6 firewall policies to allow traffic between the local and remote 1Pv6 subnets.

Answer: D, ?

QUESTION: 60
You have implemented FortiGate on transparent mode as shown on the exhibit. User1
from the Internet is trying to access the 192.168.10.10 Web servers.
Which two statements about this scenario are true? (Choose two.)

A. User1 would be able to access the Web server intermittently.
B. User1 would not be able to access any of the Web servers at all.
C. FortiGate learns Web servers MAC address when the Web servers transmit packets.
D. FortiGate always flood packets to both Web servers at the same time.

Answer: A, C

QUESTION: 61
You implemented FortiGate in transparent mode with 10 different VLAN interfaces in
the same forwarding domain. You have defined a policy to allow traffic from any
interface to any interface. Which statement about your implementation is true?

A. FortiGate populates the MAC address table based on destination addresses of frames
received from all10 VLANs.
B. There will be no impact on the STP protocol.
C. All10 VLANs will become a single broadcast domain for the ARP request.
D. The ARP request will not be forwarded across the different VLANs domains.

Answer: C

QUESTION: 62
A customer wants to implement a RADIUS Single Sign On (RSSO) solution for
multiple FortiGate devices. The customer's network already includes a RADIUS server
that can generate the logon and logoff accounting records. However, the RADIUS server
can send those records to only one destination. What should the customer do to
overcome this limitation?

A. Send the RADIUS records to an LDAP server and add the LDAP server to the
FortiGate configuration .
B. Send the RADIUS records to an RSSO Collector Agent.
C. Send the RADIUS records to one of the FortiGate devices, which can replicate them
to the other FortiGate units.
D. Use the RADIUS accounting proxy feature available in FortiAuthenticator devices.

Answer: B

QUESTION: 63
Which two features are supported only by FortiMail but not by FortiGate? (Choose two.)

A. DNSBL
B. built-in MTA
C. end-to-end IBE encryption
D. FortiGuard Antispam

Answer: A, B

QUESTION: 64
A customer wants to install a FortiSandbox device to identify suspicious files received
by an e-mail server. All the incoming e-mail traffic to the e-mail server uses the SMTPS
protocol. Which three solutions would be implemented? (Choose three.)

A. FortiGate device in transparent mode sending the suspicious files to the FortiSandbox
B. FortiSandbox in sniffer input mode
C. FortiMail device in gateway mode using the built-in MTA and sending the suspicious
files to the FortiSandbox
D. FortiMail device in transparent mode acting as an SMTP proxy sending the
suspicious files to the FortiSandbox

E. FortiGate device in NAT mode sending the suspicious files to the FortiSandbox

Answer: B, C, E

QUESTION: 65
You are hosting Web applications that must be PCI DSS compliant. The Web
applications are protected by a FortiWeb. Compliance will be tested during the quarterly
security review. In this scenario, which three FortiWeb features should you use?
(Choose three.)

A. Vulnerability Scan
B. Auto-learning
C. Syn Cookie
D. Credit Card Detection
E. the config system advanced set weark_enc disable end command.

Answer: A, C, D
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