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QUESTION: 220 

IPSec uses a security protocol called Encapsulating Security Payload. How is this achieved?
 

A. A keyed one-way hash function is applied to the datagram to create a message digest. 
B. An encrypted authentication code is transmitted as a message digest. 
C. Performing encryption at the IP layer. 
D. A shared code is mutually transmitted between stations. 

Answer: C 

Explanation: 
ESP provides confidentiality by performing encryption at the IP layer. It supports a variety of 
symmetric encryption algorithms, the default being 56-bit DES. This cipher must be 
implemented to guarantee interoperability among IPSec products. 

QUESTION: 221 
Which IEEE standard addresses wireless LAN security, and specifies the use of CKIP and 
802.1x/EAP with mutual authentication as possible security solutions. 

A. 802.1x 
B. WPA 
C. 802.11f 
D. 802.11i 

Answer: D 

Explanation: 
Multiple methods of using AES are also specified as part of 802.11i. Any wireless LAN 
equipment complying with this standard will likely require a hardware upgrade due to the 
cryptographic overhead inherent with AES. 

QUESTION: 222 

Which of the following is not an advantage of 802.1x? 

A. Maturity and interoperability 
B. Device-based identification  
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C. Dynamic key management  
D. Flexible authentication 

Answer: B 

Explanation: 
With 802.1x/EAP-based wireless security solutions, identification is no longer based on a
 
particular wireless device connecting to the network, but rather on the actual user. 


QUESTION: 223 

Which of the following is not a capability of SSH2?
 

A. Provides secure command shell 
B. Allows secure file transfer 
C. Provides port forwarding 
D. Allows encapsulating security payloads 

Answer: D 

Explanation: 
ESP is a security protocol used to provide security in the IPSec protocol, which functions at 
Layer 3 of the OSI. SSH2 functions at Layer 4. 

QUESTION: 224 
What methods can be used to safeguard against an attack on the encrypted WEP key in the 
Windows registry by Lucent Registry Crack (LRC)? 

A. Upgrade Windows operating system service pack to NTLMv2.  
B. Limit peer-to-peer file sharing. 
C. Implement peer attack safeguards such as personal firewalls or IPSec policies.  
D. Add Windows 2000 SysKey feature. 

Answer: C 

Explanation: 
Implement peer attack safeguards. In an attack using LRC, the hacker breaks into a remote 
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registry connection using Window's Registry Editor on his own computer, finds the WEP key,
 
then copies it to LRC where it is decrypted. Service pack upgrades to NTLMv2 or the SysKey 

feature protect against password capture. File sharing has nothing to do with this type of
 
attack. 


QUESTION: 225 

At what layer of the OSI model does IPSec virtual private network technology operate? 


A. Multilayer 
B. Layer 2 
C. Layer 3 
D. Layer 7 

Answer: C 

Explanation: 
IPSec operates at Layer 3. It has grown in popularity because of its strength in authentication 
and data privacy. It supports many encryption protocols such as DES, 3DES and AES. 

QUESTION: 226 
In a reconfiguration attack of a wireless network, a hacker may set up a virtual server. What is 
this? 

A. Redirected port mappings that allow internal hosting of services.  
B. Network management utilities like Solarwinds and SNMPc. 
C. A software application that enables Telnet.  
D. A type of rogue device. 

Answer: A 

Explanation: 
Virtual servers are redirected port mappings that allow internal hosting of services behind a 
Port Address Translation router such as a SOHO gateway. The virtual server allows the hacker 
to come back into the network via an Internet connection, and may be used to enable services 
such as SNMP or Telnet. A virtual server is neither a device nor a software application. 
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QUESTION: 227 
RADIUS has been overwhelmingly adopted as the preferred authentication process for 
WLAN'S using 802.1x based security solutions. Which of the reasons for this listed below is 
not correct? 

A. Authentication based on hardware 
B. Hardware theft does not compromise security because user authorization is required 
C. RADIUS already in heavy use in wired LAN's 
D. Accounting and auditing are available, allowing usage auditing and intrusion alarms. 

Answer: A 

Explanation: 
RADIUS authentication is NOT based on hardware, with reduces costs and administration 
overhead when upgrades occur or authentication data is changed. 
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