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QUESTION: 375
Which of the following is another, more common, name for EAPOL?
A. LDAP
B. 802.1X
C. LDAPS
D. 802.12
Answer: B
QUESTION: 376
If you don't know the MAC address of a Windows-based machine, what command-line
utility can you use to ascertain it?
A. macconfig
B. ifconfig
C. ipconfig
D. config
Answer: C
QUESTION: 377
In the Windows world, what tool is used to disable a port?
A. System Manager
B. System Monitor
C. Performance Monitor
D. Windows Firewall
Answer: D
QUESTION: 378
A set of standardized system images with a pre-defined set of applications is used to
build enduser workstations. The security administrator has scanned every workstation to

create a current inventory of all applications that are installed on active workstations and
is documenting which applications are out-of-date and could be exploited. The security
administrator is determining the:
A. Attack surface.
B. Application hardening effectiveness.
C. Application baseline.
D. OS hardening effectiveness.
Answer: A
QUESTION: 379
A perimeter survey finds that the wireless network within a facility is easily reachable
outside of the physical perimeter. Which of the following should be adjusted to mitigate
this risk?
A. CCMP
B. MAC filter
C. SSID broadcast
D. Power level controls
Answer: D
QUESTION: 380
Which of the following would verify that a threat does exist and security controls can
easily be bypassed without actively testing an application?
A. Protocol analyzer
B. Vulnerability scan
C. Penetration test
D. Port scanner
Answer: B
QUESTION: 381
An administrator values transport security strength above network speed when
implementing an SSL VPN. Which of the following encryption ciphers would BEST

meet their needs?
A. SHA256
B. RC4
C. 3DES
D. AES128
Answer: D
QUESTION: 382
All of the following are encryption types EXCEPT:
A. Full disk
B. SMIME
C. File and folder
D. RADIUS
Answer: D
QUESTION: 383
Which of the following is used by Matt, a security administrator, to lower the risks
associated with electrostatic discharge, corrosion, and thermal breakdown?
A. Temperature and humidity controls
B. Routine audits
C. Fire suppression and EMI shielding
D. Hot and cold aisles
Answer: A
QUESTION: 384
When integrating source material from an open source project into a highly secure
environment, which of the following precautions should prevent hidden threats?
A. Design review
B. Code review

C. Risk assessment
D. Vulnerability scan
Answer: B
QUESTION: 385
Which of the following would MOST likely belong in the DMZ? (Select TWO).
A. Finance servers
B. Backup servers
C. Web servers
D. SMTP gateways
E. Laptops
Answer: C, D
QUESTION: 386
When verifying file integrity on a remote system that is bandwidth limited, which of the
following tool combinations provides the STRONGEST confidence?
A. MD5 and 3DES
B. MD5 and SHA-1
C. SHA-256 and RSA
D. SHA-256 and AES
Answer: B

For More exams visit https://killexams.com 

Kill your exam at First Attempt....Guaranteed!

